




Lesson 01

An Introduction to Security





5

Organizations

Individuals Microsoft

Shared Security Responsibility



A Layered Approach to 

Security.



Azure Security Center

Use for incident response

You can use Security Center during the 

detection, assessment, and diagnosis of 

security at various stages.

Use to enhance security.

Reduce the chances of a significant 

security event by configuring a security 

policy, and then implementing the 

recommendations provided by Azure 

Security Center.
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Key Security Components





Network Security Groups 

allow you to filter network 

traffic to and from Azure 

resources in an Azure 

virtual network. An NSG 

can contain multiple 

inbound and outbound 

security rules.

Network Security 

Groups

The Azure DDoS 

Protection service 

protects your Azure 

applications by scrubbing 

traffic at the Azure 

network edge before it 

can impact your service's 

availability.

DDoS Protection

To provide inbound 

protection at the 

perimeter, there are 

several choices:

• Azure Firewall

• Azure Application 

Gateway

• Azure Storage Firewall

Firewalls

Assess the resources that 

are internet-facing, and to 

only allow inbound and 

outbound communication 

where necessary. Make 

sure you identify all 

resources that are 

allowing inbound network 

traffic of any type.

Internet Protection

Securing your network from attacks and unauthorized access is an important 
part of any architecture.

Network Security



Identity 

Services

Manage 

Business to 

business (B2B) 

identity services 

and Business-

to-Customer 

(B2C) identity 

services.

Apps & Device 

Management

You can 

manage your 

cloud and on-

premises apps 

and devices and 

the access to 

your 

organizations 

resources

Single Sign-On

Enables users to 

remember only 

one ID and one 

password to 

access multiple 

applications.

Azure Active Directory Features.

Authorization

This is the process of establishing what 

level of access an authenticated person or 

service has. It specifies what data they're 

allowed to access and what they can do 

with it. Azure Active Directory also provides 

this capability.

. 

Authentication

This is the process of establishing the 

identity of a person or service looking to 

access a resource. Azure Active Directory 

is a cloud-based identity service that 

provide this capability.

Identity and Access



Encrypting 

Secrets

Azure Key Vault 

is a centralized 

cloud service for 

storing your 

application 

secrets.

Database 

Encryption

Enables the 

encryption of 

databases 

using:

• Transparent 

Data 

Encryption

Raw Encryption

Enables the 

encryption of:

• Azure 

Storage

• V.M. Disks

• Disk 

Encryption

Encryption on Azure.

Encryption in transit

Data in transit is the data actively moving 

from one location to another, such as 

across the internet or through a private 

network. Secure transfer can be handled 

by several different layers.

. 

Encryption at rest

Data at rest is the data that has been 

stored on a physical medium. This could 

be data stored on the disk of a server, 

data stored in a database, or data stored 

in a storage account.

Encryption



Azure Threat Protection
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Securing Storage Accounts 

and Data Lake Storage





Auditing

Access

Role Based 

Access Control

Encryption in 

Transit
Encryption at 

Rest

Storage Account Security Features









Data in transit is a method to prevent man-in-the-middle attacks. To 

encrypt data in transit, specify Encrypt=true in the connection 

string in your client applications
Application encryption

Both Azure Data Warehouse and SQL Database protects your data at 

rest using transparent data encryption (TDE). TDE performs real-time 

encryption and decryption of the database, associated backups, and 

transaction log files at rest without requiring changes to the application.

Transparent data encryption

Azure SQL Database and Data Warehouse enforces Transport Layer Security 

(TLS) encryption at all times for all connections, which ensures all data is 

encrypted "in transit" between the database and the client.

Transport Layer Security 

(TLS)

Databases stores information that is sensitive, such as physical addresses, email 

addresses, and phone numbers. The following can be used to protect this data:

Managing Encryption



Azure Data Lake Storage 

Gen2 Security Features

Encryption

Azure 

Services

Integration

AAD

Oauth 2.0

Token

POSIX

Compliant

ACL

Role Based 

Access 

Control
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Securing Data Stores





These rules allow access to 

an individual database on a 

logical server and are stored 

in the database itself. For 

database-level rules, only IP 

address rules can be 

configured.

Database level firewall rules

These rules enable clients to 

access your entire Azure 

SQL server, that is, all the 

databases within the same 

logical server.

Server-level firewall rules

There are a number of ways you can control access to your Azure SQL Database or Data 

Warehouse over the network.

Control network access to your data stores using firewall rules



Control user access to your data stores using 

authentication and authorization

Authentication Authorization

SQL Database and Azure 

Synapse Analytics supports 

two types of authentication: 

SQL authentication and 

Azure Active Directory 

authentication.

Authorization is controlled 

by permissions granted 

directly to the user account 

and/or database role 

memberships. A database 

role is used to group 

permissions together to 

ease administration



Dynamic Data Masking



Auditing and Monitoring
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Securing Streaming Data





Stream Analytics Security

Data in transit

Azure Stream Analytics encrypts all 

incoming and outgoing 

communications and supports 

Transport Layer Security v 1.2

Data at rest

Stream Analytics doesn't store the 

incoming data since all processing is done 

in-memory. Therefore, consider setting 

security for services such as Event Hubs or 

Internet of Things Hubs, or for data stores 

such as Cosmos DB.



Event Hub Security

Authentication

Authentication makes use of Shared 

Access Signatures and Event Publishers 

to ensure that only applications or 

devices with valid credentials are only 

allowed to send data to an Event Hub. 

Each client is assigned a token

Token Management

Once the tokens have been created, each 

client is provisioned with its own unique 

token. If a token is stolen by an attacker, 

the attacker can impersonate the client 

whose token has been stolen. Blacklisting 

a client renders that client unusable.













Next steps
After the course, consider visiting the 

Microsoft Learn website to learn more about 

Role Based Access Permissions

Module Summary

In this module, you have learned about:

- An introduction to security

- key security components

- Securing Storage Accounts and Data Lake Storage

- Securing Data Stores

- Securing Streaming Data

https://docs.microsoft.com/en-us/learn/modules/secure-azure-resources-with-rbac/

