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Module 03: 

Security, privacy, 

compliance, and 

trust









Defense in depth

 A layered approach to 

securing computer systems.

 Provides multiple levels of 

protection. 

 Attacks against one layer are 

isolated from subsequent 

layers. 

Physical Security

Identity & Access

Perimeter

Network

Compute

Application

Data



Shared security

 Migrating from customer-

controlled to cloud-based 

datacenters shifts the 

responsibility for security.

 Security becomes a shared 

concern between cloud 

providers and customers.

Responsibility On-Premises IaaS PaaS SaaS

Data governance and 

Rights Management

Customer Customer Customer Customer

Client endpoints Customer Customer Customer Customer

Account and access 

management

Customer Customer Customer Customer

Identity and directory 

infrastructure

Customer Customer Microsoft/

Customer

Microsoft/

Customer

Application Customer Customer Microsoft/

Customer

Microsoft

Network controls Customer Customer Microsoft/

Customer

Microsoft

Operating system Customer Customer Microsoft Microsoft

Physical hosts Customer Microsoft Microsoft Microsoft

Physical network Customer Microsoft Microsoft Microsoft

Physical datacenter Customer Microsoft Microsoft Microsoft



✔️



































Assign the definition 
to resources 

Review the 
evaluation results

Create a policy 
definition





Azure

Active Directory

Resource group

Resource group

User Apps User groups

Azure

subscription



Lock Types Read Update Delete

CanNotDelete Yes Yes No

ReadOnly Yes No No









owner: joe

department: marketing

environment: production
cost-center: marketing

OR







Analyze

Respond

Visualize

Integrate

Use variants of Azure Monitor for resources (containers, virtual 

machines, etc.), with Azure Application Insights for applications.

Azure Alerts can respond proactively to critical conditions 

identified in your monitor data and use Auto-scale with Azure 

Monitor Metrics.

Use Azure Monitor data to create interactive visualizations, 

charts, and tables with Power BI.

Integrate Azure Monitor with other systems to build customized 

solutions to suit your needs and requirements.





CJIS (Criminal Justice Information 

Services )

HIPAA (Health Insurance Portability and 

Accountability Act)

CSA STAR Certification ISO/IEC 27018

General Data Protection 

Regulation (GDPR)

National Institute of Standards and 

Technology (NIST) 
















