AZ-104TO0A

Administer
Network Traffic




Learning Objectives - Administer Network Traffic

* |Introduction to Azure Load Balancer
 |Introduction to Application Gateway
* |Introduction to Network Watcher

« Lab 06 — Implement Traffic Management
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Introduction to Azure Load
Balancer
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Learning Objectives — Introduction to Azure Load Balancer

« Choose a Load Balancer Solution Implement and manage virtual

networking (15-20%): Configure name

* Implement a Public Load Balancer ) ,
resolution and load balancing

* Implement an Internal Load Balancer « Configure an internal or public load

« Determine Load Balancer SKUs balancer

* Troubleshoot load balancing
« Create Load Balancer Rules

« Demonstration — Configure a load balancer

* Learning Recap
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Choose a Load Balancer Solution

Load Balancer

Usage Optimize delivery from Scalable, security- Balance inbound and
application server enhanced delivery outbound connections
farms while increasing  point for global, micro  and requests to your
application security service-based web applications or server
with web application applications. endpoints.
firewall.

Protocols HTTP, HTTPS, HTTP2 HTTP, HTTPS, HTTP2 TCP, UDP

Private Yes Yes

(regional)

Global Yes

Env Azure, non-Azure Azure, non-Azure Azure

cloud, on premises cloud, on premises

Security WAF WAF, NSG NSG
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Traffic Manager

Distribute traffic to
services across global
Azure regions, while
providing high
availability and
responsiveness.

Any

Yes

Azure, non-Azure
cloud, on premises



Implement a Public Load Balancer

« Maps public IP addresses and port VCF FPort 80
number of incoming traffic to the <. ° .>
VM'’s private IP address and port |
number, and vice versa LEublic Load Balancer ==
«  Apply load balancing rules to Web Tier o’ B o
distribute traffic across VMs or Subnet _ ~ : =~
Vi v Vi
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Implement an Internal Load Balancer

Directs traffic only to resources inside a <' ¢ '>
virtual network or that use a VPN to

access Azure infrastructure
VM VM VM
~ 1 ~

Frontend IP addresses and virtual
networks are never directly exposed to
an internet endpoint

Internal Load Balancerjs—iy %

. e ~
Database Tier 1433 14'33 1433
) . ) Subnet
Enables load balancing within a virtual

/ | N
, , / ' N
network, for cross-premises virtual
networks, for multi-tier applications, a @ @
and for line-of-business applications
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Determine Load Balancer SKU

Home » Load balancing and content delivery | Load balancers >
Create load balancer

Basics

Instance details

Name * | |

Region * | {US) East US v |

SKU* (D ':é:' Standard (Distribute traffic to backend resources) >
O Gateway (Direct traffic to network virtual appliances)

Type * &) O Public
(® Internal

Tier * 'é:' Regional
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Scenario

Type

Backend type

Multiple frontends

Health probes

SLA

Standard Load Balancer

High performance, ultra-low
latency, and high resiliency

Internal or public

IP based or NIC based
Inbound and outbound
TCP. HTTP. HTTPS

99.99%



Create load balancer rules

Public or private
Load Balancer

‘©. Virtual

machine

Client snbournd ot : :
nbound connection — | — X Virtual
=_ * g ‘ % - machine
o Front-end Load Virtual
IP address balancing rule r rr:::haine
Maps a frontend IP and port A NAT rule is explicitly
combination to a set of Rules can be combined with attached to a VM (or network
backend pool and port NAT rules interface) to complete the
combination path to the target
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Learning Recap - Introduction to Azure Load Balancer

(v Reference modules

* |ntroduction to Azure Load Balancer
« Load balance non-HTTP(S) traffic in Azure

Check your
knowledge
questions and
additional
study
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https://learn.microsoft.com/training/modules/intro-to-azure-load-balancer/
https://learn.microsoft.com/training/modules/intro-to-azure-load-balancer/
https://learn.microsoft.com/training/modules/load-balancing-non-https-traffic-azure/
https://learn.microsoft.com/training/modules/load-balancing-non-https-traffic-azure/
https://learn.microsoft.com/training/modules/load-balancing-non-https-traffic-azure/
https://learn.microsoft.com/training/modules/load-balancing-non-https-traffic-azure/

Introduction to Azure
Application Gateway
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Learning Objectives — Introduction to Azure Application Gateway

* Implement Application Gateway Implement and manage virtual

« Determine Application Gateway Routing networking (15-20%): Configure name
resolution and load balancing

 Configure an internal or public load
Gateway balancer

« Demonstration — Configure an Application

« Setup Application Gateway Components

» Learning Recap
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Implement Application Gateway

HTTP/ HTTPS
listener

Application

Browser Gateway

HTTP Setting Pool

T a VM
Rule

Manages web
app requests
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Routes traffic to a pool of web servers
based on the URL of a request

@ Q-

--: Servers

..Q

The web servers can be Azure virtual
machines, Azure virtual machine scale
sets, Azure App Service, and even
on-premises servers



Determine Application Gateway Routing

Path-based routing Multiple-site routing

Image Server Contoso
Pool Pool

Application Application
Gateway Gateway
/images/* u contoso.com
L1 L

contoso.com EEE Q EEE g
< > WAF Video Server ¢ g WAF ﬁ Fabrikam

Pool Pool

{ED} /video/* m :} fabrikam.com

L7 LB ‘ L7 LB ‘
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Learning Recap - Introduction to Azure Application Gateway

(v Reference modules

« Introduction to Azure Application Gateway

« Load balance your web service traffic with Application Gateway

Check your
knowledge » Load balance HTTP(S) traffic in Azure
questions and

additional

study
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https://learn.microsoft.com/training/modules/intro-to-azure-application-gateway/
https://learn.microsoft.com/training/modules/intro-to-azure-application-gateway/
https://learn.microsoft.com/training/modules/load-balance-web-traffic-with-application-gateway/
https://learn.microsoft.com/training/modules/load-balance-web-traffic-with-application-gateway/
https://learn.microsoft.com/training/modules/load-balancing-https-traffic-azure/
https://learn.microsoft.com/training/modules/load-balancing-https-traffic-azure/
https://learn.microsoft.com/training/modules/load-balancing-https-traffic-azure/

Introduction to Network
Watcher
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Configure Network Watcher Introduction

* Describe Network Watcher Features Monitor and maintain Azure resources

. Review IP Flow Verify Diagnostics (15-20%): Monitor resources in Azure

 Use Azure Network Watcher
* Review Next Hop Diagnostics
Implement and manage virtual
networking (15-20%): Configure and
manage virtual networks in Azure
* Troubleshoot network connectivity

* Visualize the Network Topology

» Learning Recap
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Describe Network Watcher Features

A regional service with various network diagnostics

Network Watcher

© Copyright Microsoft Corporation. All rights reserved.

74, Connection monitor {V Topology

59 NSG diagnostics IP flow verify

v : .
— Effective security rules

Packet capture

® VPN troubleshoot (:g&} Next hop

n Connection troubleshoot

@ Flow logs % Traffic analytics

Monitoring

Network
diagnostic
tools

Traffic



Review IP Flow Verify Diagnostics

Network diagnostic tools

H

IP flow verify

% Next hop

Effective security rules
& VPN troubleshoot

Checks if a packet is % Packet capture

allowed or denied to or &4 Connection troubleshoot

from a virtual machine

Metrics

= Usage + quotas
Logs

B NSG flow logs
m Diagnostic logs

@& Traffic Analytics
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Packet details

Protocol

(® TcP () upp

Direction
@ Inbound O Qutbound

Local IP address * () Local port * (O

1 10.1.14 | | 3389

Remote IP address * (O Remote port * (O
| 13.2435.46 | | 3389

a fccess denied

Security rule
DenyAlllnBound



Review Next Hop Diagnostics

Helps with determining whether
traffic is being directed to the
intended destination by showing
the next hop

© Copyright Microsoft Corporation. All rights reserved.

Subscription * (0

| MSDM Platforms Subscription

Resource group * )

| Dermo v |
Virtual machine * @

| wymO1 e |
Metwork interface *

| vmo1165 v |

Source IP address * ()

| 10.1.1.4

Destination IP address * (0
| 13.2435.46

Result

Mext hop type
Mone

IF address
10.1.1.100

Route table 1D

Jsubscriptions/2301e3a0-8420-...

™




Visualize the Network Topology

Provides a visual representation of your
networking elements

View all the resources in a virtual network,
resource to resource associations, and
relationships between the resources

Locate the Network Watcher instance in the
same region as the virtual network

© Copyright Microsoft Corporation. All rights reserved.

mySubnet
SUBNET

neonfial
g




Learning Recap - Introduction to Network Watcher

(v Reference modules

* Introduction to Azure Network Watcher

« Monitor and troubleshoot your end-to-end Azure network

Check your infrastructure by using network monitoring tools
know!edge « Troubleshoot connectivity issues with virtual machines in
questions and Microsoft Azure

additional

study

© Copyright Microsoft Corporation. All rights reserved.


https://learn.microsoft.com/training/modules/intro-to-azure-network-watcher/
https://learn.microsoft.com/training/modules/intro-to-azure-network-watcher/
https://learn.microsoft.com/training/modules/troubleshoot-azure-network-infrastructure/
https://learn.microsoft.com/training/modules/troubleshoot-azure-network-infrastructure/
https://learn.microsoft.com/training/modules/troubleshoot-azure-network-infrastructure/
https://learn.microsoft.com/training/modules/troubleshoot-azure-network-infrastructure/
https://learn.microsoft.com/training/modules/troubleshoot-azure-network-infrastructure/
https://learn.microsoft.com/training/modules/troubleshoot-azure-network-infrastructure/
https://learn.microsoft.com/training/modules/troubleshoot-azure-network-infrastructure/
https://learn.microsoft.com/training/modules/troubleshoot-connectivity-issues-virtual-machines-azure/
https://learn.microsoft.com/training/modules/troubleshoot-connectivity-issues-virtual-machines-azure/
https://learn.microsoft.com/training/modules/troubleshoot-connectivity-issues-virtual-machines-azure/
https://learn.microsoft.com/training/modules/troubleshoot-connectivity-issues-virtual-machines-azure/

Lab — Implement Traffic
Management
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Lab 06 — Implement traffic management

Job Skills
In this lab | bout load Task 1: Use a template to provision an infrastructure.
n this lab, you learn about loa _
| o Task 2: Configure an Azure Load Balancer.

balancing.
You learn how to implement and Task 3: Configure an Azure Application Gateway.
test an Azure Load Balancer and an

Azure Application Gateway.

Next slide for an architecture diagram ®



Lab 06 — Architecture Diagram (Load Balancer)

&

az104-06-rg6
Task 1

SubnetO 10.60.0.0/24

v
az104-1b Task 2

v az104-lbpip

Subnet1 10.60.1.0/24

—_— LA
az104-06-vmO0 . az104-06-vm1
10.60.0.4 10.60.1.4

az104-06-vnet1 10.60.0.0/22

____________________________________
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—1

Backend pool

Next slide for an application gateway ®



Lab 06 — Architecture Diagram (Application Gateway)

az104-06-rgb6

Task 3

Subnet-appgw

B

az104-appgw

V' az104-gwpip

Subnet

az104-06-vm1
10.60.14

_________________________________

images

A

A 4

Subnet?2

——————————————————————————————————

az104-06-vm2
10.60.2.4

videos
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Backend pool



End of presentation
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