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AZURE GOVERNANCE: A CITY ANALOGY

Imagine Azure as a city: Structuring for Control, Security, and Clarity.

MANAGEMENT Broad multiple
subscriptions. organizing DISTRICTS:
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BLOCKS:BIlling boundaries for
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BUILDINGS:Logical for related resources.
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POLICIES=CITYBYLAWS

Enforce rules and standards.

Example:"Good zoning prevents factorie$
beside schools." j
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Control access permissions.
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Example:"Keeps citizens safe and bills
clear."
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" Structured Approach: Clear Hierarchy,\

EnforcedRules, Secure Access
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RESOURCES
APARTMENTS:Individualservices
like VMs,Databases,Storage.




Azure Resource Hierarchy: Four Nested Layers

Structured Organization for Governance & Freedom

Inherit Rules&
Standards

251 1. Tenant Root
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One place for company-wide standards, while allowing
departmentsautonomy insidetheirown sandbox

Departmental
Freedom
(Sandboxes)



Subscriptions = Your Cloud Bank Accounts
Organize Billing, Spending & Access Simply.

[1: ¢ Production

Stable, customer-facing
workloads.

 Dedicated Billing
» Strict Spending Limits
* |solated from Dev/Test
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ﬁ Dev-Test

Sandbox for experiments
& new features.

 Separate Cost Tracking
* Flexible Spending
» Safe for Risky Changes

=—=! Shared
3@ Services

Common resources (e.g.,
Networking, Identity).

e Centralized Costs
» Shared Across Teams
* Unified Governance
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J)~° Enforce consistent rules and policies across all subscriptions, ensuring security and
9% ©  compliance without manual effort.

Q ,o Unified Policy Control: Management Groups




What is an Azure Resource Group?

A simple analogy for managing related resources.

Virtual Machines
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Disks
Resource Group m
(The Basket) |
Network Cards

Holds everything
for one application
sharing the same
lifecycle.

The Lifecycle Benefit

When you delete the basket,
everything inside is cleaned up
automatically.

/" Prevents orphaned resources
v/ Simplifies management

/" Eliminates hidden billing



Azure Tags: The ‘Sticky Notes’ of the Cloud

Organize, Automate, and Manage Your Cloud Resources Effectively

What Are Tags?
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Owner = Finance CostCenter = 123
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~ Project = Alpha

Environment = Test

Key-value pairs applied to resources
for identification and organization.
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Why Use Tags?

— % | Automated

l alll I / Reports
F Auto-Shutdown
, Scripts

“— | Charge-back
U@ / Dashboards

Tags power essential management
operations and financial tracking.

Best Practice: Start & Enforce

(/) Start with 5 must-have tags

M
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' (e.g., Owner, Environment,
() CostCenter)

| *2“7 Enforce with

@ Azure Policy

Ensure every new object is born already
labeled for immediate control.



Azure Policy: The Automated Referee of Your Cloud

Automated Rule
Enforcement

Blocks & Corrects Moves Real-World Examples Continuous Compliance & Learning

@@ s'ﬁ W (@,% (% G{ AS

E A B CD Storage Account Deploy Monitor Auto-Remediate

: la-breaki : Only VM Sizes Storage Must Use Teams learn by doing, not just
Preventing rule-breaking actions A-D Allowed Secure Transfer ticketing. Auto-remediate drift.
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Understanding Role-Based Access Control (RBAC)

A Structured Approach to Managing Azure Permissions

THE THREE QUESTIONS BEST PRACTICES FOR SIMPLICITY
|
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s 7 1\ (Least Privilege)
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CUSTOM ROLES & CAUTION

Custom Roles are like custom
keys - use only when the
standard set truly does not fit
the lock.



Azure Governance Made Simple
A Structured Approach to Cloud Management & Compliance

Policy & Control Cost Management Security & Compliance

Set rules, ensure compliance, Track spending, set budgets, and Protect data, meet industry
and automate enforcement. Like optimize usage. Manage your standards, and monitor threats.
building codes for the cloud. cloud wallet effectively. Your digital fortress.




Azure Landing Zone: Your Move-In-Ready Apartment
A Structured Approach to Compliant & Efficient Cloud Deployment

Natwors Manual Setup (Weeks) .
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 Start Compliant,
Go-Live Faster

.
»

Policies
(Governance)

Use Azure's templates or build in code. Avoid rework. Save time.



Azure Governance Best Practices: A Simple Path

Flat
Scale Out Groups Everything
Root || e =
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Govern Early, Flat Management Tag
Scale Out Groups Everything
Start small, build Simplify hierarchy Track resources
a foundation for for easier with descriptive
future growth. management. labels.

Enforce
Policies at Top
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Enforce Policies
at Top

Apply rules
globally for
consistency.

Grant Least
Privilege

OD@

Grant Least
Privilege
Give only

necessary access
rights.

Use Landing
Zones
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A New

Pre-configured \workload
environment

Use Landing
Zones

Quickly onboard
new workloads
securely.

Consistent icons and clear structure turn complex cloud talk into pictures everyone understands and trusts.



